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1. The Goverhimett o£ Catade i is responsible for stipulating and applying the required 
level of security for: its information and assets. These levels are Protected A, B, orC 
and as well as Confidential; Aectevand Top Secret. 
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When an organization is awarded a contract that calls, for seguaci at any of 9 

these security levels, the company security office? {GSO} $ sesponsible for 

consulting the appropriate government department regarding the lexẹl of security to. 

be applied for any in-house documentation created by the organization in support of 

the contract. The creator of the documentation mast, ‘then,ensure thatit is 7 A 

appropriately marked and safeguarded. Loy IPAS Dg l4 ACp, M Op 
Ry. ‘Loy 


2. The improper handling and safeguarding of protected and ‘dassifi ifie ed intormation and 
assets is the leading cause of difficulties that result in the suspensioffor. sia 
of an organization's designated organization screening (DOS) or facility secutity S as 
clearance (FSC). The application of the procedures, detailed throughout this chapter, 
will help to reduce the risk of a.security infraction or breach. 

3. Access to information and assets must be limited to persons who have the 
appropriate reliability screening or security clearance and who have a need-to-know. 
Precautions must be taken to ensure that persons who are not cleared and who may 
be in the proximity aso ola Ra and assets do not gain access to this information © 
and assets. 

4. Particular attention shouting: Farto the yequirements for control and registration of 
information arid asset and to the Praper Propedures for their packaging and 
transmittal préditaled bn sfie e on Government Security. 

5. Additional. requiremertté exist fêr. the handling of ‘tampitinigations - 

_ security (COMSEC) informatioti and assets, Pai above those safeguards 
outlined in this chapter. ES 4S P i a 


Refer to the COMSEC (communications secui} siphons the Private 
Sector—Project Managers' Quick Reference Guide. ct the Contract Securit 
Program to request a copy of this guide.. 


501. Security warning for contractor produced 
puplications 


À p i ion specified in the contract, wii a contractor is producing a 

Peo ubo Graha at the Government of Canada that contains protected 

erence ‘inqvton Salen tones must be ae on both the front cover and title 
Og he A Lean, ATI N _ 

ntajns Map NO an, information, which must be safeguarded 

under the prévisiorieen Fanega s Policy on Government Security. It has been 


produced by (contractor's A sore under the provisions of Soeren number or other 
Mag >, Ve; 
ai ~] 


AA, 
f» 
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© authorization) on behalf of (the Government of Canada the department, as | 
applicable). Release of this publication or of any infofmation contained herein to any 
person not authorized by the originating speed to receive ites prohibited. y 


2. All classified publications, pamphlets; handagks op brochi which £ are ‘produced 
by a contractor on behalf of the Governmesit.o Canadamust have? imaddition to the ` 
regular security classification markings as prescribed i a amter, the following? 
security warning on both the front cover and the title pabécog k ie, SUR 

o SALAS PER 

NEOR ISON 
"This. publication contains CLASSIFIED information affecting the national (te bes 
Canada. It has been produced by (contractor's name) under the provisions of 
(contract number or other authorization) on behalf of (the Government of Canada or 
the department, as applicable) and is to be safeguarded, handled and transported in 
accordance with the Policy on Government Security. Release of this publication, or - 
of any CLASSIFIED information contained herein, to any person not authorized to 
receive it is Aii the Secunity of Information Act." | 


3. Where a contractor prodycd@/alassified Publications on behalf of a foreign . 
government’éepartment or agency, Tiny Fia ER me be worded a as satip in si 


Ng 
contractual documenta fone &y Rana 


vee may contact inérba bac secu R see advice and 
Oe z 


502. Marking protected and classified information 
General 


Protected and classified information must be marked, as a minimum, according to the. 


starns aaeeea in this manual. 


ON, nk 
Aca S OR OSE, 
A ' ga Tigo ti 
Ero CTO NI. NEOR Macy” The 


O 
Gaana ferpguired ointment the following procedures for abil information: 


a. for reeset, mar the word ‘PROTECTED in the upper right corner of 
the face of the Gücuméns ah@’where required, with the letter "A", "B" or "C" to 
-indicate the level of safiauaiog,,. . 


Y» 
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b. for Confidential information, mark the word?*RONFIDENTIAL" i in the upper lai ® 


corner of the face of the document 0, 9 20, S SSe 
c. for Secret information, mark the werd SECRET tithe fh Bere Tanager of each 
document page ep SC Tio, ISE ee Thy: 


d. for Top Secret information, mark the Wote TORSEORET" i in Maneg right, corner * 
of each document page and show the total nu ans A er" page’ ‘of 


document (for example, "Page 2 of 10") Acay Mey yor SUp | | 
e. mark covering or transmittal letters or forms or circulation slips téahgvrthe highest | 
level of classification or protection of the attachments z Antay Vey S 


= 


. mark all materials used in preparing protected and classified information asi | 
material includes notes, drafts, carbon copies and photocopies) | 
g. the letters used in marking should be larger than those used in the text of the 
document 
h. printed forms that aniy b become protected and classifi ed when completed should be 
so marked, for atampi: 


"CONFIDENTIAL" “Ok oPROo. 
(when completed) - cats OF S88, 
Thy 


. in addition a ice T eae gente, above, documents must be | 
appropriately marked (tthe ddtside of péthathe yori back covers fy: ) i 

. loose documents must becmalt êth: oft every sheet !¢ i 

k. images such as charts, maps ahddralvings | Musti be marked near the 
margin or title block in such manner that the ron ev, visible when the 
document is folded “hy 

. security markings should include the applicable protóns Of classification and the 
date or event at which declassification or downgrading is to occur, if it is possible to 
determine this at the time the information is created or collected 


— 


Marking copies | = a | 


Orddiizations-are required to implement the following procedures for controlling copies of _ | 


classifi jedina, = 


As, Org UWR. I casni ConBiia do documents as for secret when warranted by a threat 
vog, siglagsessmefit Ara l 
T station. nutibier,c4eh-copy, show the copy number on the face of each 


copy andrei a Gistrigution list ae | 
c. for top secret infomation -2daign a unique whole ruined to each copy, merita the ; | 
copy number on each ‘page Ajoangiptain a distribution list. Recipients of top secret 


OP 
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E information must not copy it without aiiiar. ae k of the Canadian Industrial 


Security Directorate (CISD) Se ii Ocg 
Acopa Or Sep U 
. . "Roy Ae S 7% VE Pp NOg 
Marking microforms Emono VEe Np tl aeons My 


Or Ny 
oa. Microform is a generic term for any storage hein Ag tad Gants mie. 
b. Organizations are required to implement the slo eee teo 


microforms: SUp ae 
a. assigna willis or security classification at the highest kitern 
classification of the information contained on the microform Maral Mers 


ds 


b. mark microforms containing protected information "PROTECTED" in eye- 
- readable form, with the microform number and the total number of microforms 
c. mark microforms containing classified information with the proper classification 
in eye-readable form, with the microform number and the total number of 
microforms 


Marking electronic storage material 


a. Electronic mattial orfiwhich is ‘stéted protectettand classified information i istobe | 
assigned a protectig Kang Séourty classification atthe highest protection or 
classification of the infomation contains. Vac Mag, : 

b. Where possible, the security Markin shoudl be in both eye-readable and machine- 
readable form. Where this is not possible, as soon types of hard disks, the 

_ security marking should be machine-readable: . 

c. Electronic storage material includes flexible disks ‘Kati disks (both removable and 
permanent), storage cartridges, printed output from computers, video display units, 
magnetic tapes, magnetic cassettes, punched cards and punched paper tapes. 

d. Removable storage material should bear standard labels. Where bypass label | 
processing is allowed, procedures are eee to ensure that the proper item is 
loaded into the computer. 


“Refer Pia. ram 8: Information Technology Security of this manual. 


pe e. _Spdatte Sic oy -to mark various forms of electronic storage material may be 


ep Eoy, onpas Teal lie Industrial Security Directorate) 
Ou OR, Wig i On CT AN 


intori dcumentatii” 


Marking must be in asia Sewifhinternational industrial security memoranda of . 
understanding; agreements Of ater Piternational standards and guidelines. 


Lo 
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You may contact international contract security tnbtain ag advice and assistance. $ 
: , Ro 


General Snail Os, 


EN 
Organizations must maintain records and establish adequate ma V5 cat 
_ Office, for receiving, distributing and storing protected and classified iforidan, a net 
S 
assets. 


Recording of protected information and assets 


Unless specifically identified in a contract, there is no requirement to keep records of | 
protected information and assets, except for Protected C, which must be recorded in the 
same manner as classifi letipformation and assets. Persons receiving or granted access to 
d protected information and KOR briefed on iin responsibilities for its 
aia ee F Tie 5 Un, 
Enoe Eno SE Ky Oe "hy 
Recording of cladsifigd (Aformatioivaic-assets | 


A record must be kept-of the dates, ms Yig ftdr@actions of all classified information 


and assets indicating: £8 4 r MEPER 
a. receipt by the facility AMan NEL 
b. distribution within the facility a 
c. creation within the facility 
d. reproduction within the facility 
e. destruction within the facility 
_ f. transmittal outside the facility 


Pp ° Transmittal of information and assets outside the facility must be performed as ~ 
A Vv e 


‘Sra sin eion 506. Packaging and transmittal of classified and protected 

ssets of this chapter. Records of distribution, circulation and 
ERIC, cng “Vig, Pemo the faciityn must include receipt by signature, of the persons 

Udg ON 5 pew d: Pétseins y wig have access to classified information and assets must 

L O Wane their ‘Tesponstbitities for its protection, and any special restrictions 
conte mis ideo f further dissemination 
g. All records of r CIaSifi ied: ihigrtnation and assets and all classified information and 
assets must be made daia ior inspection by field ind ustrial security officers of 


CISD (Canadian Industrial ‘Sedcufity Ditectorate) 
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cords office security 


Management of records offices, or parts thereof, wes protected and classified _ 
information is stored or processed must ensure the following prseadiinés are followed: 


& "7 
a. as a minimum, these offices must E fengi asá £ rity ZÓ Acy AQ 7 


b. records office staff who have access to protected andolassitied i infor ation Kost 
hold a reliability status or personnel security clearantéitothelhighiestievel required 
c. protected and classified information must be filed and circufated, in’ marked file 
jackets that clearly indicate they contain protected and classified information, 
d. a file must be marked according to the highest level of sensitivity retained ih the He 
e. areas where mail is opened must be managed according to mailroom security 
standards. Refer to the section on Mailroom security below 
. release of protected files from records offices must be limited to employees with 
reliability status with a need-to-know | 
g. release of confidential files from records offices must be limited to security-cleared 
employees with a néed-to-know 
h. release of top secret and ‘Senret files from records offices must be limited to 
appropriately security-clearéd employees with a need-to-know. Those personnel 
authorized ages must be.identifiédia on. ann access, list approved by the responsible 
manager (such as the projec manager) “ap Or 
_ classified information of fareigi ‘origin must be accorded the same protection as 
. Canadian information of equivalent, Classification, If in doubt, contact international 
contract security to obtain further advice and assisiange 
. Special precautions are necessary to prevent uraythiorieed disclosure or access to 
classified information and assets to non-Canadian citi¥ens: 
-e such persons must not be given access to information that bears restrictive 
markings such as "FOR CANADIAN EYES ONLY" without prior approval of 


=» 


—. 


° further restrictions may apply to bilateral and multinational contracts, programs 
or projects. If in doubt, contact CISD (Canadian Industrial Security Directorate) 


ON ~C&o. 
a S% IE o ND 
oa irh is ‘Gpangdioust be managed as a security zone or h igh-security zone 
Fis mike “to be opéned, énty by the addressee" must be delivered to the 
ct nom AGlassified ‘mall’ thust only be opened by the appointed authority 
` within the facility Fésponsible for ensuring its registration. 
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904. Safeguarding of informatign and assets d 


Storage 
a. As a minimum, protected information and asaets.mnus} tie;stored iN Bitock!d, re Š 
container. Protected C information and assets and all, lassified information! must’Be 

= stored in an approved security container in accordance With the’ Royal €anadian 
Mounted Police (RCMP) Technical Security Branch Security Eqtipmeriteuide (G1- 
001). Protected or classified information and assets may be stored on Bpen, Shea ing 
in a secure room, only after inspection and approval by CISD (Canadian Industfial 
Security Directorate) and only to the level approved by CISD (Canadian Industrial 
Security Directorate). : 

b. Protected and classified information and assets must not be stored in the same- 
container as negotiable or attractive assets. 

c. Organizations required to store protected and classified information and assets are 

permitted to purchase’approved security equipment through Public Services and 

POSARE ansa In porisuitation: sip t the field inci co officer, the 

determine the equipment 16 meet the Specific: tequirement, and cate the 

Annex 5-A: Registeting.a 4 ipment purchase form in this chapter. 

After endorsement by the field industria security officer, Public Services and 

` Procurement Canada will process the request, although the invoicing and delivery for 

the equipment is between the purchaser (thé GSO {gempany security officer)) and 

‘the supplier. Examples of equipment available throtigh this procedure are listed in 

Annex 5-B: Approved siemen available for purchase by organizations. 


Keys for containers 


a Keys (devices such as instruments, cards, combinations and code numbers used to 
b phen and close containers) must be safeguarded at the highest level of sensitivity of 
tHesinfofttiation or assets to which they provide access. This also applies to recorded 
` info PANAT Would allow a key to be produced. 
Pgs: aen a ‘keyas jgsGied, i the Fecipient must sign for the key. The number of the key, the 
“Oy Deoa nofi the container it pens, and the name of the recipient must be recorded 
ptt the £80 (company 8 egurity officer). 
c. The ofddnizath itis Seourity office must maintain a record of the dates of, and - 
reasons for, alley chahigas.* 17 
d. Assigned keys should bémhangnd: 
1. at least every 12 months’ 
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@ 2. when those with access to the a are transferred, ‘released or no longer 
require access OY Yo, FOC 
Goa We Es a 
The key must be changed i- when a Contai Rte or aay have 
been com ised. ons ae 


- Precautions during use , 
NEN O/ 5 


Special care must be taken to safeguard against disclosure or one ileal adeass when 
_ protected and classified information and assets are removed from app oI eas 
containers. Specific points to observe are: 47; ION Ls 
a. do not leave protected and classified information and assets unattended 
b. ensure that protected and classified information and assets cannot be viewed, or 
discussion of it overheard, by persons not possessing reliability screening or the 
appropriate level of clearance or without a need-to-know 


_ 505. Use of laptop Cortiputers 


1. If laptop conte Aié utilized for proigeted, OF Glagsified information, they must not 
be removed fro the | styanization t that holds the’ facility security clearance (FSC) or 
designated organization ‘eoredhing. (BOS) If suchdaptóp&need to be transported, 

. written permission must be obtained fran, the: CSO (company security officer) or an 
ACSO (alternate company security officer) by ‘completing the Annex 5-D: 
Appendix A-1-Courier certificate/itinerary form. © 

2. Storage of laptop computers used to handle protected‘or “GSssifi ed information must 
be in accordance with security procedures established by the organization for the 
level of sensitivity of the information. | 


506. Packaging and transmittal of classified and 
—e nason and assets 


Roy A _ The Soucy of protected and classified information and assets during transmission 
Eroe ry ‘lepgnds ony NEO, i "hype 
Oe, lq Æ ae sites acai. “Aor, AN 
Edd yhilsip transit y> V% Op 
A ome fof deer ' SUp 
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d. transmission by an approved postal Sanapa or security- -cleared courier. Cont 
international contract security regarding approved à | services and security- 
cleared couriers ES Sy Thige 

2. Protected and classified informatior and asséte must be Batkagetand’ transmitted in 
accordance with the standards outlined in-Anit : dard fot. ittal of * 
classified and protected information and assetst O; < ^: e's AC, “OR 
3. In addition, specific procedures for the hand carriage of andlof, bulk shipment of 
specific protected and classified information and assets are nedéssary* These 
procedures are detailed in the following annexes and appendices: 


o Annex 5-A: Registering a document for equipment purchase form 
o Annex 5-B: Approved equipment available for purchase by organizations 


o Annex 5-C: Standard for the transmittal of classified and protected information 
and assets 


° Annex 5-D: Arrangement for the hand carriage of classified/Protected B 
documents, equipment and/or components within Canada 
a Annex 5-D: Appendix A-1—Courier certificate/itinerary form 
= Annex 5-D: Appendix A-2——Notes for the courier 
«= Annex5.D: Appendix A-3+=Pré-trip declaration form 


a Annex 5-D: Appendix A-4—Postttip declaration form 
o Annex 5-E: Arrange ts for escorting Secrét/Confidential or Protected C bulk 


shipments within Canada that cannot be-hand carried 
= Annex 5-E: Appendix A-1—Courier certificate/itinerary form 
= Annex 5-E: Appendix A-2—Notes for thesestort 
a Annex 5-E: Appendix A-3—Pre-trip declaration form 
a Annex 5-E: Appendix A-4—Post-trip declaration form 


507. Temporary removal of classified and protected 
inkgymation and assets 
i, Protect and'slassified information and assets cannot be removed from an 


Ron « agiganl ation, fot transportation or use outside of Canada, without the prior approval | 
ToC? SOS, (Cana a jiasi dV Security Directorate). 


TO 4p Panadá “with th the EC afiFop Secret, Protected C and COMSEC 
(co è ations Securit ity) maitetial, protected and classified information and assets 
may be akc em pia $ fom, an organization. Written permission must be obtained 
from the CSO (combi Snek offi icer) or an authorized ACSO en company 


4s 
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9 security officer) by completing the Annex 5-0: panenas A-1—Courier 
certificate/itinerary form. 

3. The CSO (company security officer) or ACSO (alternate: company security offi cer) ` 

- must record, and obtain a receipt fof the zinfótmation and assetsto þe removed. 

4. If protected and classified information and Asse} Jeroyal i is authori ized for. Overnight . 
use, the employee must be informed that this dees’ nat constitute continued iéteption 
authority and the information and assets are to rematftin Hernepstesen of the 

_ employee at all times. Si,  SUp 

5. The CSO (company security officer) or ACSO (alternate company Secs atigen 
must account for and record the material upon its return, and give the. empfdyeg as 
receipt for the returned material. 


508. Reproduction 


1. Reproductions of protected information must be marked in the same manner as the 
originals. Reproduction of f classified information must only be done with the 
authorization of the CSO. {čopi ‘Security officer), or an authorized ACSO 
(alternate company. security officer). Reproductions must be marked, registered and 
accounted fér7 iA the saftiemanner astor thecorigitial. 

2. Some classified ‘infotmation beaisa caveat Prohibiting or restricting reproduction. In 
such cases, authorization dithe. originator i is. required before reproduction. 

Protected C, Top Secret, and CON EC { í únjeations security) information must 
never be reproduced without written auenia kom CISD (Canadian Industrial 
Security Directorate). 

3. Special precautions must be taken with the use of h akory machines. Notices 
concerning the proper procedures for reproduction of information must be placed i in 
an obvious place close to each machine. Care should be taken to ensure that 
original documents are not left in the machine, and all copies, including waste, are 
removed. . 

“ho, oe for printing and microfiching of protected and classified documents must 
angg micas to commercial firms that have the appropriate level of DOS 


p ization screening) or FSC (facility security clearance). 


pas? oL 3 ‘ir Ce Ome roles Cr ig 
509. Reclassificdtion‘eng decias icit 


1. Documents Wwhase-stassification markings include a schedule for dwit or 
declassification may bg downgraded or declassified in accordance with the schedule, - 
unless in receipt of notification {othe contrary. Documentation that does not contain 


» 
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such provisions may only be downgraded Oragclassifie ied upon receipt of written — 
authorization from the originator sit CISD Gérediae industria Security 
Directorate). SSE». a We, -UND 

2. When an organization considers that Aaiya oF North allan fae © S&R THe 
Organization (NATO) classified informatidn-shbGK Be downgraded or deta sit Ba it® 
must submit a written request to international cota Seeytith fu A ita © 
including justification. Mg 5 

3. When official notification is received from CISD (Canadian Indust), aoi 
Directorate) authorizing the reclassification of a document, all copies A Mone s 
marked with the new classification as follows: 


Declassified 
or 
Downgraded to (insert new classification) 

or i 

Upgraded to (insert new classification) 

by authority of Publié Servičes and Procurement Canada letter dated (insert 
pm 


4 
Cogs. Of Tyg 


z S75 WA 
a sched r Sit Regrets ected (insert date) 
a “U, Rey ete i +A AND, 
by authority of contract dated oto finor ee e), a On 


. s, VO, 
510. Retention he, 


1. When a bid is not accepted, or upon completion or termination of the contract, 
protected and classified material and assets must be returned to CISD (Canadian 
Industrial Security Directorate) for disposal or, with the written concurrence of CISD 
(Canadian Industrial Security Directorate), be destroyed by the organization or 
returned to the originator. Upon request, organizations may be authorized to retain 
4 Buch ba > when approved by the originator through CISD (Canadian industrial . 
Sepillity Directorate). 
POr 2 afRecusstfor fetentiomaythority must identify: 
Toena Sethe matetiat fof’ tich Fe Fétention is requested 
Dg la; OF thy g Period for ‘white etenin will be required 
Othe e siekte. y. retention OA 


If the organidan Hepes authorized to retain iaid and classifi ed information - 
for a specific period Í after COMAS c completion, details of this authorization must be 
included with the retention regtest 


4 
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eS Unless the retention authority is received ingwriting, disposal of protected and 
classified information must be made in accordartap wit the provisions of this manual 
and instructions from CISD (Canadian Industriaf Gegistity: -Diréeterate). ; 


RUTEN O yg ROSA > 
“ou, PON RJS Fo AC, Ne 
511. Destructi Ea SRE OWE AN ` 
estruction 4 Lo gouged Og Vae NOO 
1. Unless otherwise specified, Protected C, Top Secret, SOMSHO fegrAmynications 


security) and foreign classified information and assets must be reyes OA CASD 
. (Canadian Industrial Security Directorate) for disposal. FOr 
2. Unless otherwise specified, Protected A and B, Secret and Confidential Piar a 
and assets, of Canadian origin, may be destroyed by the organization with the 
approval of CISD (Canadian Industrial Security Directorate). 


Note: Destruction of classified information and assets must be recorded on a 
certificate of destruction form, a copy of which must be forwarded to the Document 
Control Unit at CISD (Canadian, Industrial Security Directorate). 


3. Protected and classified infermation and assets that have been authorized for 
destruction pyst be disposed ofi in angordance with the following: 

a. it musth. destroyed anly by approved.destnacti tion equipment, or at a maliy 
authorized by) giso (Canadian Industrial Security Directorate) 

b. information awaitingsdestraction OF in transit'to déstryction must be 
safeguarded in the manner prestfibed’ for T most highly protected and 
classified information asset involved ; ` 5 4; 7 ta 

c. protected and classified information and oe awaiting destruction must be 

_ kept separate from other information and assets’ ‘awaiting destruction _ 

d. an employee with a reliability status or with a proper security clearance, as 
applicable, must be present to monitor the destruction of protected and 
classified information respectively 

e. surplus copies and waste that could reveal protected and classified ened; 

Pp information must be protected to the appropriate level and should - promptly 
OY, 
Si AS ed 
C&s5* ofS Thy SEp 
IBAA, Security violations, breaches, and 
comer es oN à caMo Op 


1. organizite sirati a procedure to ensure that suspected or actual 
violations of security, breaches and compromises are recorded and immediately 
reported to the CSO (company. Séqurity officer). Records should be kept by the 


» 
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organization fora period of 2 years followirigthe incigent and are subject to O 

3 f : k 2 1S), Orn. F 

inspection by the field industrial security officer., “Ong CEG 
On OF DE 


be La Oes RASAT Toy, 
a. What, where and when did the incident OCU, Si 
b. Who reported it, to whom, and when? 

c. What information or asset was involved (in detail)? Al ERS 
d. What was the security marking and description of the informatio arase, 5 
involved? ON p 

. Who originated the information or asset? 
. When, for how long, and under what circumstances was the information or 
asset vulnerable to unauthorized disclosure, and to whom? 
g. What actions were taken to secure the information or asset and limit the 
damage? s 
h. Is any information or asset lost or unaccounted for? 


f a 


3. When the results of the pretitninat Anquiry indicate a suspected or actual breach or 
(a Fa 


— @ 


compromisergf information Ghliagséte: CS Canadian Industrial Security 
Directorate)as 49 beriihiediately notified by the CEQ: (company security officer). A 
full report coveringHe pietiminaijinguiry at\@any subsequent investigative results 
are to be forwarded to CISDYGAhadian industrial Security Directorate) as soon as 


- possible. Me TEN SUD , - 
Aly En LA 
i ORO “Ney 
og T AT P 
513. Verbal and message commurtication 


1. Unprotected telephones or facsimiles are not to be used to communicate classified- 
or sensitive information. Requirements for secure telephones or facsimiles must be - 
coordinated through the Communications Security Establishment (CSE). » 

2. Any conference rooms used for discussion of Classified matters should be: . 

PRO) a. a.sensitive discussion area located in a security zone or high-security zone ` 


Pion gd against acoustic or electronic eavesdropping and should not 
a, oS 
TE EVjore i. te Gg 07? 7; 
U On N Deg, ‘ivdntercoms47,,, AC. Bie 
U“ AEN Ae “AG Ndo i 
W tapé c RHEES 
A Cig Bing 
OR I OM yg. 
ATID Wy LS 
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on nexes 


* Annex 5-C: Standard for the transmittal of dlas sified-and protected ! ermation and 
- assets LA, AEN ON 4 4p, 


equipment and/or components within Canada CEG Nre SUR li 
> Annex 5-D: Appendix A-1—Courier certificate/itinerary form Lineo ERSO "a 
o Annex 5-D: Appendix A-2—Notes for the courier Paar Mey S 
o Annex 5-D: Appendix A-3—Pre-trip declaration form l Vs 
o Annex 5-D: Appendix A-4—Post-trip declaration form | 

* Annex 5-E: Arrangements for escorting Secret, Confidential or Protected C bulk 

shipments within Canada that cannot be hand carried | eel 
o Annex 5-E: Appendix A-1—Courier certificate/itinerary form — 
° Annex 5-E: Appendix A-2—Notes for the escort | 


e Annex 5-E: Appéndix A-3>-Pre-trip declaration form 
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